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The webinar “Hiring a Virtual Chief Information Security Officer” 
was held October 3rd, 2018. Hosted by ITWC CIO Jim Love and 
sponsored by Performance Advantage, the session looked at the 
privacy rules, threats, and customer demands that are putting 
pressure on company security resources. Michael Ball, a virtual 
Chief Information Security Officer, outlined how a virtual CISO 
can help companies to develop solid policies and practices to 
protect their information and to comply with regulations

The stakes are rising when it comes to information security
Companies in Canada are now facing more to put comprehensive plans and 
procedures in place to ensure private information is secured. New regulations, 
increasing threats, and customer demands are putting companies under pressure to 
devote more resources to security.

A large organization will typically hire a full-time Chief Information Security Officer 
(CISO) to manage security. However, for small to mid-sized companies, this may not be a 
viable option. Hiring a virtual CISO may be the answer. During the webinar, Jim Love and 
Michael Ball outlined six reasons why companies should consider hiring a virtual CISO.

1. New regulations are on the way
Companies need to move quickly to be ready for new regulations under the Personal 
Information Protection and Electronics Documents Act (PIPEDA), which comes into 
effect on November 1st. The new rules require companies to report to the Privacy 
Commissioner and other affected parties any breaches involving personal information 
that might cause significant harm. These notifications must be done “as soon as 
feasible” after the organization discovers that a breach occurred. Companies will also 
have to keep records of all breaches for two years. Organizations that don’t comply 
with the rules could face stiff fines of up to $100,000, said Love. 

“You need to show you’ve done due diligence, that you know where your information 
is and that you took steps to mitigate the breach,” said Ball. “If you can’t do that , 
heads will roll.”
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The European Union’s General Data Protection Act (GDPR), which came into force last 
May, is also having an impact on companies in Canada. The law, which is more stringent 
than Canada’s regulations, applies to any company that deals with EU residents, said 
Love. For example, it sets a 72-hour deadline for reporting breaches and the fines are 
“enormous,” said Love. Fines have already been levied against Facebook for the way 
personal data was used in the Cambridge Analytica scandal during the U.S. election.

The EU rules are becoming the standard around the world, said Love. He noted that 
Canada is currently reviewing its regulations and may be influenced by the EU framework.

2. There’s a lot to do to comply
All companies will be affected by the new regulations regardless of size or industry, 
said Ball.  

To comply with the regulations, the first thing a company must do is find and classify 
all of the personal data it keeps. The company must also have mechanisms to detect 
and record breaches.  

The most fundamental requirement is to ensure an incident response plan is in place 
that spells out the policies and procedures to be followed if a breach occurs, said 
Love. That should include a plan on how to handle the initial discovery and reporting 
of the breach, including how to evaluate whether the breach affects personal 
information.  “How would you know what information was taken and how sensitive it 
was,” said Love.  The plan should outline what the security team should do to contain 
the problem and, ultimately, eradicate it from the system. It should also spell out the 
recovery plan, and call for a post-mortem to learn from the situation.  

A detailed communications plan is another vital component of the incident response 
plan. “You need different templates to communicate to customers, to employees, to 
the media and to the Board, and all of them are different ,” said Ball. In particular, the 
plan must be very clear on who is allowed to talk to the media.

Finally, companies need to test and update their plans on a regular basis, as well 
as provide continuous training for employees. “If you think you can skate on these 
policies, think again,” said Love. “You’re going to be in big trouble if you can’t show 
them to the Privacy Commissioner.”

  You 
need different 
templates to 
communicate 
to customers, 
to employees, 
to the media 
and to the 
Board, and all 
of them are 
different. 

—  Michael Ball, 
Chief Information 

Security Officer
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3.  Most companies aren’t prepared
A recent poll by the Office of the Privacy Commissioner found that only four out of 
10 companies have policies and procedures in place to deal with breaches involving 
the personal information of customers. Only one in three knows where to find the 
personally identifiable information. “Most companies have not gone through all their 
data to identify where the privacy information is,” said Ball. Few companies have a real 
plan to detect and react to security incidents, or any formal training on security, he 
added.  

Indeed, in a poll during the webinar, participants identified employee education as the 
top thing in security they ’d like to improve. They said they ’d also like to do better on 
policy development and implementation as well as security testing. 

Nonetheless, webinar attendees felt they were in slightly better shape on security 
preparedness than the Privacy Commissioner ’s poll demonstrates. In another poll 
during the session, participants were asked if they would score 80 percent or above 
on a list of readiness tasks. Almost 63 percent said they had both a system to detect 
breaches and an incident response plan. Only half of them said they have mapped 
their data so they would know the harm caused if a breach occurred. Fewer still keep 
track of all breaches, have implemented a staff training program or developed full 
recovery plans. Just over 12 percent said they ’ve tested their incident response plans.

The challenge, said Love, is that companies have to do all of these things well to 
protect their data and comply with the regulations.

4. Customer and supplier expectations
The regulations are also causing companies to demand compliance from their 
suppliers.  “Companies are auditing partners and holding them accountable because 
it all comes back to you if you are the custodian of the data,” said Love.
Given the media coverage of widespread security breaches, customers are putting 
more pressure on companies to demonstrate that they have proper safeguards in 
place, said Love.
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5. Cybercrime is big business
Cybercrime is an increasingly sophisticated and multi-billion-dollar business, said Ball.  
“There are large enterprises with employees whose job it is to generate attacks,” he said.

Ball outlined four ways that breaches happen:
• Phishing and social engineering attacks come through emails that look exactly like 

those from an organization you normally deal with or even someone from inside 
your own company. By doing so, the attacker attempts to trick the victim into 
providing sensitive information.

• Malware is any software created and distributed to cause harm or steal information 
from your systems. Ransomware, which encrypts your system and demands 
payment to recover the data, has become rampant of late.

• Hackers break into computer systems to steal information or just cause mischief.  
The tools are available on the Internet and “any kid with a credit card can do serious 
damage,” said Love.

• Insider threats from employees or contractors are the most common ways breaches 
occur. It ’s usually due to employee carelessness, said Ball, but fraud or sabotage 
may be other motivating factors.

6. A virtual CISO will ensure compliance
“If you can’t have your own CISO to put an incident management response plan in 
place, you really need a virtual CISO,” said Love.

Companies are realizing they need a governance role along with privacy expertise, 
said Ball. “Some companies make the CIO or the IT Manager responsible,” he said. 
“They may be skilled in IT, but not necessarily in governance and privacy, so they 
are swimming upstream.” A virtual CISO consists of a team of highly trained and 
experienced specialists with skills that can be difficult to find, he said. With a virtual 
CISO, companies would only pay for the services they need, he added.

The virtual CISO team can work with a company to put any or all of the required 
elements of an incidence response plan in place, or simply handle it for you. This 
includes an initial assessment and advice on steps to be taken, reporting to the Board, 
policy and process development and management of incidents. The virtual CISO will 
also work closely with the company ’s incident response team, including its legal, 
communications and HR departments.

  If you 
can’t have your 
own CISO to 
put an incident 
management 
response plan 
in place, you 
really need a 
virtual CISO. 

—  Jim Love, 
CIO, ITWC
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What can you expect from a virtual CISO? In the first 30 days, they should conduct an 
assessment and interview people to see what procedures you have in place and how 
they ’re working, said Ball. They will identify gaps and measures to address them. They 
will also develop a long-term plan for your organization.

Within 60 days, the virtual CISO will build an information security policy framework 
for you, Ball said. They will work with you to implement new security measures,  and 
access management and incident response procedures. Quarterly metrics will also be 
established to evaluate ongoing progress.

“Every company needs a competent CISO and incident response plan,” said Ball.  
Added Love, “This is stuff you simply can’t do on the fly.”

If you or your company have questions, or would like to know how to engage a virtual 
CISO, contact Doug Daly at 647-435-4644 or email sales@performanceadvantage.ca 
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About Performance Advantage
Performance Advantage helps companies find and implement the right technology to 
lower costs, increase performance and deliver an exceptional customer experience. Its 
services include data analytics, cloud and management solutions, cybersecurity and 
risk management and software integration. Performance Advantage is fast-growing 
company that works with large and small businesses across Canada, the United 
States and around the world.

www.performanceadvantage.ca

About ITBusiness.ca and ITWC 
ITBusiness.ca is Canada’s leading information source for line-of-business 
professionals seeking to leverage technology to drive their business goals – from 
HR through to marketing and the C-Suite. Providing an overview of trends and 
technologies, ITBusiness.ca also offers insights into product availability, deployment 
challenges, and business outcomes within a Canadian context. 

ITBusiness.ca is published by ITWC, a privately-owned digital media and content 
services company. Building on more than three decades of solid relationships 
with Canada’s technology decision-makers through award-winning excellence in 
journalism, ITWC delivers incisive, relevant information to executive and managerial 
audiences. It also provides leading, integrated marketing content strategies to clients, 
including more than 200 global Fortune 1000 companies. 

ITWC is the exclusive Canadian affiliate of International Data Group (IDG) which 
publishes more than 300 publications worldwide. 

www.itbusiness.ca | www.itwc.com


