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ARE YOU PREPARED?
Expect to be hacked. Really. Expect it. Your 
business might be a citadel. You might have better 
security than Fort Knox. But you should still expect 
to be hacked, or at least targeted by hackers. It’s 
pretty much a guarantee.

Hackers see you as an easy target. They know 
that as a small- or medium-sized business your 
technical know-how is lacking. They see you as 
vulnerable, more likely to pay up, and a gateway to 
bigger, richer clients.

Be honest as you ask yourself:
• “How prepared am I to repel a cyber-attack?”
• “What would happen if I were hacked?”
• “In what ways would my business suffer?”
• “For how long could I afford to be down?”

WELCOME TO THE INTERNET OF THREATS
Look at today’s Internet of Things — or IoT as 
it’s called — as a gigantic worldwide network of 
connected people and things. This network includes 
everything from laptops and tablets to printers, 
cameras, gaming systems, headphones, and smart 
watches. The IoT also includes machine components 
such as engines or industrial tools. If something has 
an on/off switch, it can be part of the IoT.

All of this connectivity comes at a cost. It’s amazing 
to have the ability to pull down data from remote 
end-points. It’s great that the cost of connecting is 
going down. In most regards connectivity is good 
for business and good for life. However, more end-
points means more potential targets. Don’t think for 
a moment that this fact has been lost on hackers 
from New York to New Delhi.

Security is your business. This is not to say you sell security 
solutions or offer a product or service that has anything 
remotely to do with it. But make no mistake — security is 
your business. Without control of your data and the ability to 
assure your clients and partners that their information is safe 
with you, you don’t have a business.
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MEET THE ACTORS
Cyber-attacks can be mounted by anyone:
• Script kiddies, which is a term for any unskilled 

person who hacks systems and networks and 
websites using scripts or programs developed 
by others;

• Evangelists of the tech variety, who as 
“true believers” have no compunction about 
bringing down your system or website to prove 
that you have a vulnerability or even to register 
protest against your ideology or belief system;

• Entrepreneurs in a multibillion-dollar hacking 
industry, highly organized and sophisticated, with 
well-funded IT and marketing departments at 
their disposal. This “flavour” of hacker serves the 
SMB market and is knocking on your door.

THE NEW THREAT – HACKING 
AS A BUSINESS
It’s called ransomware and it sounds a bit like 
the working plot of a cheesy melodrama: some 
nameless, faceless baddie seizes control of some 
or all of the files on your computer, device and/or 
network and is now demanding a ransom from you.

But this is not little league stuff. Attacks are up, 
ransom demands are up and attacks are reaching 
a new level of sophistication, with some even 
offer “help desk” services to walk victims through 
the process. According to the FBI, ransomware 
attackers collected more than $209 million from 
victims in the first three months of 2016. It s on 
pace to become a  $1 billion dollar source of 
income for cyber criminals this year. 

Mounting a ransomware attack is not rocket 
science. In a textbook case the attacker hits the 
victim’s device with a type of virus that can:
• Lock the victim out or encrypt their files
• Scramble file names
• Add an extension to file names
• Display an image
• Extract data from affected device
• Infect other network devices (PCs and storage)
• Turn PCs into botnets, expanding criminal 

infrastructure

You can get an email like the one below that looks 
convincing. It may have all the appropriate branding 
and professional language, but if you don't know 
where it came from, don't click on it. 

There has been enormous growth in the ransomware 
“industry” over the last number of years, which is 
understandable given the low cost of entry into the 
market and the fact that Bitcoin considerably reduces 
one’s chance of being caught. The “end game” is 
almost always money — ransom in exchange for 
access to one’s data files.

While in some cases victims claim to have turned 
down ransom requests, other cases (such as the 
one that saw the University of Calgary paying 
$20,000 to regain access to its computers) tell 
us that ransomware is a potentially very lucrative 
enterprise.
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“I’VE BEEN HACKED!”
Let’s imagine you’ve been the victim of a 
ransomware attack:

Here are a few things to consider and expect:
• Some or all of your files are in some 

way locked.
• The attack might reach peripheral storage or 

another connected computer.
• A dark user with admin privileges could 

irreparably damage your entire network.
• You will typically be given instructions on how to 

pay the ransom.
• Once the ransom is paid you may be given a key 

to unlock your data.

Naturally your first instinct will be to pay the 
ransom. But should you pay? Consider:
• On average you get your data back only 30 per 

cent of the time
• Many ransomware attackers will end up raising 

the price
• US firms pay the ransom only three per cent of the 

time; Canadian firms, 75%

Before paying, you should at least investigate other 
possible outcomes or solutions. It goes without 
saying that if “your” attacker has set a time limit 
on the payment of the ransom they’re probably not 
going to give you an extension so you can explore 
other options.

If you have done your due diligence up front and 
still been successfully attacked:
1. Disconnect and if necessary contact IT and/or 

a trained provider.
2. Run scans with an up-to-date antivirus 

program.
3. Look for known “decryptors” from reputable 

websites.
4. Wipe all affected machines as soon as possible 

(after regaining all files).
5. Restore, test, and do a final scan.

TAKEAWAYS
• Ransomware attacks are a huge problem and is 

getting worse every day.
• No one, from the individual to the largest 

corporation, is immune to attack.
• Even when you pay a hacker the demanded 

ransom, there is no guarantee that you will get 
all of your files back, or get them back intact.

• The bulk of ransomware attacks are launched 
from simple fishing emails.

• It might be possible to recover your files without 
paying the exorbitant ransom that is being 
demanded.

• There are many things you can do to fortify your 
defenses against attack.

It can take up to 200 days
to discover the standard 
threat. With the right 
security system in place, 
this can be reduced to 13 
hours. The sooner a threat 
is detected, the better the 
chances your system will 
emerge intact.
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“An ounce of prevention is worth a 
pound of cure.” 

– Benjamin Franklin 

You are best served by planning your response to 
a cyber-attack in advance, well before anything 
happens to you. The old Franklin adage about an 
ounce of prevention applies here, and you should 
always be mindful of how quickly things can go from 
“all systems go” to “all systems down.”

The following checklist will help you shore up your 
defenses. Some of the items on this list might require 
you to study up or seek assistance. Don’t avoid doing 
so. Anyone with the time and inclination can get 
smart about security in a very short time.

PERFORM FREQUENT BACKUPS. Far from 
being a chore, backups are your fi rst and best line of 
defense. Companies that don’t back up regularly — 
or aren’t backing up half as often as they think they 
are — are fl irting with disaster. Not only should you 
frequently back up your system, but you should also 
do regular “test restores” just to make sure that in 
the event that you need to restore your system, you 
actually can.

TRAIN PEOPLE. Educate anyone who’s on your 
network about what they are not allowed to do. But 
go beyond mere dos and donts. Teach your people 
how to see patterns and spot anomalies. Give them 
not only the whats but also the whys of security. 
If human nature is to cut corners and skip steps 
wherever possible, educating people on the reasons 
why they have to do X and Y, and specifically on the 
perils of skipping a step here and there, will make 
your system all the more secure.

“To Train or Not to Train” According to 
Osterman, companies that give their employees 
security awareness training once per year or less 
experienced an average of 18.5 security attacks 
per year. Companies that provide this kind of 
training more than once per year experience 
an average of only 4.3 attacks per year.

 KEEP SOFTWARE UPDATED AND PATCHED. 
Make sure your security software is set to update its 
definitions every single day. Update all your other 
software as often as you can, knowing that out-of-date 
software is a tasty entry point for cyber criminals.

According to Global IT Risk Survey 2014, 
49 per cent of individuals do not regularly 
patch or update their software and/or OS.

 ENFORCE A MUSCULAR PASSWORD POLICY. 
Make sure everyone is using strong, unique passwords. 
Make sure people aren’t using the same password for 
everything (i.e., system login, email, browsing). Employ 
dual factor authentication — a username/password 
plus a special piece of info or a physical token.

According to PC Magazine the most popular 
passwords are: “password”; “qwerty”; 
“letmein”; “myspace1”; “123456”; “abc123”; 
“monkey”; and “password1”. This list should 
tell you that many people don’t put enough 
effort into selecting passwords, and as a 
result can end up paying dearly.

 LIMIT HORIZONTAL MOVEMENT. Restrict 
administration rights—this way, a breach in one area 
will not necessarily paralyze the entire company.

 ENCRYPT YOUR DATA. All critical data on your 
computers must be encrypted.

 SECURE ALL MOBILE DEVICES. More and more, 
people are working and playing “on the fl y,” using 
mobile devices. So it should come as no surprise that 
cybercrime aimed at these devices is on a steep rise.

 DISABLE BROWSER SCRIPTS. Keep browsers 
updated and disable unnecessary scripts.

 CONTROL SHARED FOLDERS & DRIVES. Review 
and tighten user access to shared folders and drives.

 MONITOR ALL ACTIVITY. Use Google Analytics 
to get a good read on where your traffic is coming 
from. Curiosity about your in and out traffic is one of 
your best defenses.

CHECKLIS
T
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RESOURCES
• IT World Canada
 - Solomon on Security
 - Security newsletter
• CSO Digital
• BleepingComputer
• Krebs on Security

PRACTICAL SECURITY – 
GETTING STARTED
Security is not a sport for the faint of heart. It can 
be seen as a war against a formidable opponent: the 
hacker. However, there is perhaps even more value 
in seeing the struggle between you and your friendly 
neighborhood hacker as a kind of dance. This 
removes the fear factor and puts you in the kind of 
creative mindset you’re going to need to be in if you 
are going to have a hope of staying one step ahead 
of your creative and highly resourceful opponent.

No doubt you already have a security policy in place. 
So we’re not talking “ground fl oor” when we’re talking 
about getting started — really started — in security.

Hopefully as you have gone through this guide you 
have come up with some excellent questions about 
your security. Perhaps a light or two has been switched 
on, and you’re getting some ideas about how you can 
tighten things up.

Step one for a company or individual that wants to 
get serious about security is to ask, “Do I have the 
right culture in place?” In the context of a company 
this means making a fair and honest analysis 
of your people. While some companies provide 
regular security and administrative training and 
thus have an excellent security culture in place, 
other organizations, whose people wouldn’t be able 
to tell you the difference between a firewall and a 
firehose, are exposed and basically begging to be 
hacked.

WE’D LOVE TO HELP
The ransomware industry is booming. Well financed 
criminal entrepreneurs are working day and night for 
their fair share — and more — of what has become a 
multibillion-dollar pie. According to a recent Forbes 
article, “2016 Saw an Insane Rise in the Number of 
Ransomware Attack”: “[In 2016] ransomware attacks 
grew at a blistering pace. In total, SonicWall reports 
638 million. That’s more than 167 times the number 
of attacks in 2015.”

PERFORMANCE ADVANTAGE 
No doubt you have your own means and methods 
of keeping your data safe. However, we would be 
happy to share with you some of the experiences we 
have had in this critical area. We can show you some 
of the tools we are working with and some of the 
results we have had. We can also discuss some of 
the projects we have worked on — and are working 
on — to take the idea of security a little further.

We are Performance Advantage. Our website is 
performanceadvantage.ca.


