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EXECUTIVE SUMMARY
Cloud computing is an unstoppable force that is affecting every business, regardless 
of size or industry. By 2018, half of all money spent by businesses on information 
technology will be “cloud based,” according to global research firm IDC.

Why? Not because it’s new or trendy — cloud 
computing is winning businesses because it has 
real, tangible benefits. In a recent survey by 
IT World Canada, cloud was rated as “exceeding 
expectations” by more companies than any other 
technology platform, product or toolset.

Cloud technology is helping businesses become more 
competitive, innovative, responsive, and more agile. 
Companies of all sizes are leveraging cloud to reduce 
expenses, increase productivity, improve customer 
experience, and transform their business in the face 
of new digital competition. Much of that competition 
will come from new businesses that will leverage the 
cloud to enter new markets — yours included.

In less than � ve years, businesses not leveraging 
cloud technology will be as rare as businesses 
without internet are today. This is not an opinion or 
prediction, it’s an inevitable fact.

Will your business be ready? This practical guide 
will provide you with some of the information you 
will need to make informed decisions. Like the other 
publications in this series, it’s done without needless 
hype or buzzwords.

This is not a sales document. We’ve tried to cover 
each topic bias-free, and from our own experience. 
We offer you information; what you do with this 
information is entirely up to you.

Doubtless everyone who reads this is at a different 
stage in their journey. We hope we’ve covered 
the major issues, and have given you some great 
information and points to ponder. If there is 
something we haven’t covered, something that 
is missing or some way you think this could be 
improved, we’d love to hear from you.
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WHAT IS THE CLOUD?
The term “cloud” was actually invented in the 1980s 
(COMPAQ). It envisioned a world where computing 
was a utility, like a phone or electricity. Leveraging 
high-speed networks and large remote computing 
facilities, businesses could get whatever and as 
much of a technology as they needed, on demand, 
from a menu of facilities and applications available 
to all. Up to that point, companies were forced to 
buy their own hardware, and either create or buy 
their own software programs.

The cloud offered a unique opportunity to move 
the “heavy lifting” of computing into large shared 
computer facilities where companies could “rent” 
instead of own — paying only for as much as 
they needed, when they needed it. The first cloud 
facilities were primitive by today’s standards. But 
then, in a move we now call “Web 2.0,” we learned 
how to have a very sophisticated user interface and 
lightning-fast communication.

It took almost twenty years from the first use of the 
word “cloud” (in this context) to where technology 
had evolved to the point where companies of any 

type could conduct their day-to-day business using 
cloud systems. It took many more years for this 
to gain general acceptance. Today, as we noted 
earlier, cloud is emerging as the de facto method for 
business technology.

Today, the cloud processes trillions of transactions 
securely and rapidly, over a vast array of applications 
for most of the largest companies in the world. 
The cloud delivers sophisticated applications for 
businesses of all sizes, at a fraction of the cost of 
older models of development and delivery.  

Large companies haven’t embraced the cloud as a 
fad or the latest trend; they’ve done so because it 
promised (and delivered on that promise) to transform 
their businesses. As an IBM executive said recently 
in an interview in Wired magazine, “There is more 
to cloud computing than just getting your compute 
resources, storage capacity or application as a 
service within minutes.” The real bene� ts include 
increased agility, support for new business models, 
less operational issues, better use of resources, 
less capital expense, and, most importantly, 
understanding and delighting your customers.
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The real game-changer of the cloud is that it has 
made all these bene� ts available and affordable to 
companies of all sizes, anywhere in the world. The 
competitive advantage for those who adopt and 
exploit this opportunity will be nothing short of a true 
transformation of their business.

KNOW YOUR CLOUD
There are different types of and approaches to cloud 
technology. While some are real, some are marketing 
creations which use cloud concepts and terms to 
creatively relabel anything and everything.

Bottom line: there is no one “right solution.” Which 
one will work for you depends on your individual 
circumstances. You may switch between models 
as your needs and circumstances change. You may 
combine aspects from a few or all. We’ll discuss this 
later, but so we can do that, there are a few basic 
concepts that you should be aware of:

As-a-Service Models
“Software-as-a-Service” or SaaS is a “software 
subscription” paid for on a monthly or yearly basis. 
The vendor provides the software, and all updates are 
delivered to you over the internet in a browser or a 
downloadable software.

This is the simplest form of cloud, and it’s very likely 
your business already has one or more applications 
like this from � le storage with Dropbox, Box, Google, 
or a host of others. Of� ce tools and suites are 
now delivered via subscription, and many larger 
applications from CRM to accounting applications are 
available via this method.

The “as-a-service” model extends beyond individual 
programs. It allows companies to place most or all 
their technology into the cloud using “Infrastructure-
as-a-Service” IaaS or “Platform-as-a-Service” PaaS. 
This allows for larger, integrated solutions to be 
delivered using the cloud. These two models can 
replace all or part of a company’s current servers 
and computing resources, whether these be hosted 
internally or outsourced to a third party.

And as we mentioned, there are many other 
technology-related services that extend the “as-a-
service” model to everything you can think of. Most of 
these are simply outsourcing models delivered on a 
lease or rental model.

The bottom line is that each of these offer some 
advantages and bene� ts. Which one is right for you 
depends on your individual circumstances.

Public, Private or Hybrid
The public cloud is delivered via data centres owned 
and operated by third-party service providers. 
All residents of a public cloud share a common 
infrastructure, which allows them to con� gure to 
meet their needs. All of the technology and security 
systems are fully managed and supported by the 
service provider.

The primary benefit of the public cloud is that costs 
and resources are spread across all users, allowing 
cloud providers to offer their clients low-cost, pay-
as-you-go infrastructure and services. Systems 
that once required huge capital investments are 
now much cheaper. Where once a business had to 
“over-purchase” hardware and facilities to allow for 
peak volumes or to have backup facilities, public 
cloud also enables seamless, on-demand scalability 
on a “pay-as-you-go” basis. Last but never least, 
cloud providers can share the cost of expertise 
across all their clients, allowing them to continually 
invest in things like security or the development 
of new services. Clients should get the benefit of 
scarce and expensive resources at a much lower 
cost than if done in-house.

There is no one “right 
solution.” Which one will 
work for you depends 
on your individual 
circumstances. 
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Private Cloud
Private cloud is similar to the public cloud in 
structure and delivery. It “virtualizes” the hardware, 
makes it available on demand to the end-user via the 
Internet. Private cloud can be run by a third party or 
by the company itself.

Private cloud is often chosen by companies where they 
are restricted from placing their processing on a shared 
platform. In some cases, the choice stems from legislation 
or regulation such as data sovereignty laws that restrict 
where data can be stored. In some cases, it might 
be a technological restriction — not all applications 
can be moved to the cloud, especially legacy or in-
house software that might have to be substantially 
or totally rewritten to make it work in the cloud.

Some organizations have determined that there 
is no business case for public cloud. In some 
circumstances, for example, where there is a high 
and steady volume of traffic without real peaks and 
valleys, private cloud may be the cheaper option.

Some organizations simply want more control than 
they feel they would get from a public provider.

Hybrid Cloud
Given the two alternatives, businesses often find that 
the optimal solution is a blend of public and private. 
This is referred to as a hybrid cloud solution, and it is 
the favoured solution of many businesses today.

An effective hybrid cloud solution provides the fast 
deployment capabilities, reduced infrastructure 
costs, flexibility, and ability to increase capacity as 
needed that come with the public cloud, as well as 
the control, customization, and security benefits of a 
privately managed or internal solution.

CLOUD IN THE BUSINESS AND 
OPERATIONS 
The cloud has transformed how applications are 
delivered, and has added new possibilities and new 
capabilities. It has removed barriers and extended 

SOME BENEFITS OF THE NEW 
“PROSUMER” REVOLUTION:
• A wide variety of applications are available at low 

and sometimes no cost to do everything possible for 
a modern corporation. Whether it’s time-tracking 
or computer-aided design and prototyping, 
increasingly we fi nd “there is an app for that.”

• Teams use tools they are already comfortable 
with. User experience is optimized to minimize 
training and ramp-up. Employees are productive 
almost immediately.

• Work-from-anywhere has changed the nature 
of the workplace and extended the workday. 
Companies have reduced costly real estate 
footprints by enabling work from anywhere. As 
the barrier between home and offi ce has blurred, 
absenteeism and after-hours availability are no 
longer serious impediments to productivity.

• The ability to provide outside and contract 
workers with the capacity to connect and 
collaborate with internal employees increases 
overall productivity and paves the way for new, 
stronger business partnerships.

what is possible for businesses of all industries 
and sizes. In so doing, it has created a new level of 
competition, where imagination and innovation are the 
real competitive assets, and where these can triumph 
over size, budgets, and technological capabilities.

SaaS solutions are revolutionizing the ways employees 
work while they simultaneously change how 
companies are organizing their data infrastructure. 
Powerful new tools and services allow increasingly 
mobile employees to work anywhere, and to have a 
wide variety of tools that enable collaboration and 
enhance productivity.

Google has a full suite of browser-based tools 
which allow employees to collaborate and share 
documents. Microsoft has brought their office tools 
into the cloud with Office 365 and OneDrive which 
offer familiar desktop tools in the cloud.
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As consumer devices become more sophisticated, 
cloud delivery has blurred the lines between 
consumer and corporate software. Now, rather than 
issuing corporately-owned hardware, businesses are 
employing Bring Your Own Device (BYOD) models 
that allow staff to use their own laptops and mobile 
devices for business.

These are only some of the ways cloud has changed 
the way employees work. Not only has this increased 
capabilities, the costs of some corporate capabilities 
have plummeted as consumer type applications and 
much lower-priced SaaS application replace large, 
costly software applications and the infrastructure 
needed to run them.

Where once we expected resistance in introducing 
new technologies, the opposite has occurred. To 
attract and retain the best candidates, businesses 
often � nd they must offer mobile, BYOD, and 
“prosumer” technologies. Moreover, the same 
technologies that have been brought in to companies 
are the same that their customers use and enjoy. 
Companies using cloud systems are much more 
highly aligned with their customer’s expectations, and 
increasingly offer a much better customer experience.

Greater capabilities, lower costs, more 
collaboration, and increased productivity are 
transforming companies, making them more 
responsive and more customer-oriented — and 
ultimately more competitive.

CORPORATE INFRASTRUCTURE AND 
DISASTER RECOVERY
Even before the arrival of cloud, the internet had 
begun to shape customer expectations with the 
concept of anytime, anywhere service. Where once 
we had the concept of “service hours,” or where 
a business interruption was an inconvenience, 
companies find that even a brief interruption 
of their business can be costly. Technology-
dependent processes and delivery mean that an 

interruption in technology grinds the business to 
a halt. For many businesses, there is no longer 
any “manual process” to fall back to. From the 
customer side, new suppliers are only a click away.

This need for uninterrupted technology delivery has 
come at a time when outside forces make this even 
more difficult. Aging infrastructures in many cities, 
and even across the continent, threaten to interrupt 
services. An increasingly volatile climate means 
that natural disasters such as floods and hurricanes 
are becoming a more significant risk to corporate 
systems. Additionally, cyber-attacks and malware 
can have a profound effect on an organization’s 
ability to access and process its data.

How long would it take for a service interruption to 
have a financial impact? When would you start losing 
customers? Could you recover — technically or in 
terms of reputation — from a cyber-attack?

Businesses have faced these challenges for many 
years. All but the largest and the most profitable 
found that while they might have a large risk 
without proper disaster recovery in place, the 
costs were prohibitive.

Today, cloud technology is revolutionizing disaster 
recovery (DR), presenting both huge advantages and 
some new challenges. For example:
• Cost Reduction in the Public Cloud: Investment 

in IT staff and the hardware necessary to build 

Companies using cloud 
systems are much more 
highly aligned with their 
customer’s expectations, 
and increasingly offer 
a much great customer 
experience.
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and maintain a secondary data centre for disaster 
failback represents a significant cost. While this 
may be required for certain applications, due to 
compliance and regulations, and performance 
issues, most applications will benefit from a 
cloud backup. When using the cloud for disaster 
failover, there is no upfront hardware investment. 
Cost footprints are further kept to a minimum as 
the public cloud operates on a highly scalable, 
pay-as-you-go model.

• Hybrid Availability: If you only back up to 
the public cloud, what happens if the public 
cloud becomes unavailable? On September 9, 
2016, European Azure customers were hit by a 
multi-hour outage, and less than a week later 
the same thing happened in the United States.  
While this is uncommon, the public cloud is still 
at the mercy of the same forces that can cause 
your internal data centre to go down. For these 
reasons, a DR solution is best implemented 
using a hybrid cloud strategy, at least for 
mission-critical applications. This ensures you’ll 
be ready regardless of where disaster strikes.

SECURITY IN THE CLOUD
Security has been a longstanding barrier for 
corporations looking to migrate to the cloud. This 

concern is being quickly eroded. The reality is that 
many cloud providers have large teams with expert 
resources working 24/7 to ensure the reputation 
of the provider is not compromised in a security 
breach. As a result, while some experts claim there 
are potential risks, most cloud solutions are regarded 
to be just as secure, if not more secure, than any on-
premises data infrastructure.

This allows organizations to focus more on 
meeting data compliance rules and regulations. 
This can mean meeting industry compliance rules 
like PCI, HIPAA, and NIST-800 53, as well as 
internal regulatory standards. To achieve effective 
compliance, organizations need to rely more heavily 
on third-party and managed services providers who 
can help them automate and monitor compliance. 
This can be as simple as ensuring one of your 
technicians cannot accidentally spin up a VM on 
the west coast when compliance regulations dictate 
she is only authorized to operate on the east coast. 
It can be as complex as monitoring the ever-
changing regulatory environment, and constantly 
ensuring new system processes are developed 
and implemented to ensure legal compliance. At 
the current pace of business, and with the size of 
corporate data, there is often only one solution — 
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automating regulation compliancy. Cloud providers, 
splitting the cost among many clients, can afford 
the resources to continually ensure compliance.

Because no system is perfect, companies also 
need to be able to get a clear view of their data 
infrastructure at the touch of a button. When looking 
to leverage the cloud, companies look to find the 
tools or managed service providers that can provide 
the uninterrupted, compliant operations.

ASKING THE RIGHT QUESTIONS
Whatever combination of cloud infrastructure 
(public, private, hybrid) you choose, the reality is 
that your business will become more and more 
integrated with and dependent on your cloud 
provider. Choosing the right provider may have a 
significant impact on your business.

Although you don’t necessarily need to have all the 
answers, you do need to have the right questions, 
including:
Which if the major public providers should 
you use? Amazon? Microsoft Azure? Other?
It’s not easy to decide on a provider, even for 
companies like ours (and we study each provider, 
testing them regularly). Each provider has their 

own strengths, weakness and nuances. Each 
requires different skills to get the best out of their 
solutions, including an understanding of their 
tools and architectures. Although some will help 
you, with others you have to figure it out yourself. 
For Canadian companies, where it is important, 
each of these has different approaches to data 
sovereignty. It’s not a question of which provider is 
better but of which is better for you.

How will we keep these solutions working 
together as an integrated system? How will I 
manage my data? Many companies have invested 
heavily in trying to unite the “islands of data” and 
“silos” in their companies. Moving to cloud without 
considering how you will integrate all the solutions 
and data would be a significant step backward for 
those companies. Likewise, companies who are 
moving to the cloud for increased productivity, 
efficiency, and trying to leverage their data will 
need to ensure their new environment will support 
and encourage integration, data analysis, and the 
breaking down of silos. When everyone can buy an 
app on their phone or with their credit card, how 
will you manage the integration? In this new world, 
a “reference architecture” for your business is 
almost essential to ensure all the pieces fit — and 
work together.
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What will be the impact of cloud solutions on our 
business processes? While it’s tempting to think of 
cloud as a technical solution, the reality is that your 
company will only benefit if the technical capabilities 
enable improvements in your processes. Moving to 
the cloud gives you a unique opportunity to change 
and transform your processes. Rather than finding 
a solution that is the best fit to a bad process, why 
not find the solution to enable a vastly improved 
process? We highly recommend that companies 
take a “Lean” approach to their processes before 
embarking on solution selection and implementation 
(Lean, which is the system that made Toyota the 
number one automaker in the world, has been 
adopted by businesses of all sizes and industries). 
Once you understand what your processes are, and 
what barriers they present, you can look at how you 
can transform them using the cloud options that are 
out there.

What will this cost? What is my business case? 
How long will this take? What’s the impact 
on our staff? And above all, what is the ROI of 
moving to the cloud? Cost is a huge factor. While 
cloud applications are often cheaper than hosted 
systems, they aren’t always cheaper. There are 
major differences between public cloud providers. 
Our tests have shown that in some cases, a public 
cloud provider is vastly more expensive that a 
hosted server. These differences are not easily 
apparent in any fact sheets or calculators provided 
by these vendors.

How will we manage this? What will the service 
standards be? How will we ensure they are 
enforced? Cloud relationships are not technical, 
they are contractual. And as much as we are all used 
to scrolling through vendor contracts on consumer 
software, taking the same approach to corporate 
applications or platforms is not a good strategy. 
Costs, conditions, length of contracts, service 
standards — these and more must be read carefully. 
When you have a crisis and can only raise a work 
ticket and pray — what will you do?

How do we manage security and privacy?
Vendors will protect the infrastructure and even 
the applications — some better than others. But 
where moving to the cloud might reduce some 
exposure, it introduces others. If you can access 
applications from anywhere, so can anyone else. 
Password security, two-factor authentication, 
phishing, protection of mobile devices — all of these 
and more may require greater emphasis. Ensuring 
your provider not only respects standards, data 
sovereignty, and the privacy of your data can be 
even more important.

How do I get out of a bad relationship? Some 
companies regard moving to a cloud solution as a 
throwaway. They’ll try software, and if it doesn’t work 
they’ll try another one. Some of the major public 
cloud vendors encourage this attitude with “no 
commitment” approaches. Do not assume it is easy 
to get out of a relationship. Even if you can easily 
get out of a deal from a contractual standpoint, 
it doesn’t mean a transition will be easy. Can you 
get your data out in a form that will allow you to 
easily convert? What will be the impacts on your 
organization while you transition from one solution 
to another? Great relationships are built from really 
understanding what commitment is made and what 
your exit strategy might be if commitments are not 
kept.
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THE CLOUD ROADMAP
So you are armed with a basic knowledge and the right questions, and you want to move forward. 
What do you do? Here is our basic Cloud Roadmap, which illustrates how you might move from 

planning to successful implementation. Of course, every company comes from a 
different starting point, a different level of experience and knowledge, so your 

path might be different.

Strategy — What are our issues? What are our goals? What are we trying 
to achieve? What does success look like in measurable terms?

Processes — What are our processes? What would we like to change?
(If possible, we highly recommend a very quick analysis of your major processes 

using Lean process transformation.)

Roadblocks and Risks — What are the barriers that could derail your cloud journey? 
Security? Compliance? Data sovereignty? Privacy? What are the risks? What is 

your remediation or even exit strategy?

Public, Private, or Hybrid? Which solution must you adopt? What 
components need to go where?

Cloud Architecture — Considers all aspects of your model or “reference” 
business architecture including strategy, people, processes, organization, 

technology, and data. It should also include any necessary technology 
architectures such as network or integration standards.

Pilots — One of the biggest benefits of cloud software and options is that you can evaluate the 
finished product before you accept it. The best way to do this is in a structured pilot.

Evolution — An advantage of cloud solutions is that they are constantly kept 
up to date. The disadvantage is that many of them move forward whether 

you are ready or not. You need to plan for how you will test and deal with 
the impact of changes as they happen, often in real time. 

Organizational Change and Transformation — While cloud offers an 
incredible amount of possibilities and capabilities, technology alone won’t 

bring about the changes needed to get the benefits of cloud. How will you 
manage the people and organizational changes that are enabled and in some 

cases demanded by the new cloud offerings?
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SUMMARY

The cloud will become the dominant delivery 
mechanism for information technology. It will offer 
companies of all sizes unprecedented opportunities 
to improve their competitive positioning and 
transform their businesses. For most businesses, 
there is no real option — they either move to the 
cloud or wait to encounter a competitor that has 
made the move.

The cloud is available to one and all. The way it 
removes barriers to adoption such as price and 
time to delivery ensures businesses of all sizes can 
have access to the same capabilities. In this world, 
competitive advantage will come not from what is 
available to use but from who uses it best. That 
requires some thought and planning.

How do you plan for something that is as wide-
ranging, as new, and as ever-changing as the cloud? 
You could do what we do — investigate solutions, 
test them, and learn from experience. Or you could 
select a partner who can share their knowledge 
with you; that partner should not be wed to any one 
solution, but should understand them all well enough 
to explain the pros and cons and help you find the 
best solution for your company. Such a partner 
should know technology (with a real business focus) 
and have experience integrating a wide variety of 
technologies.

If you are interested in finding out more about
how we could help you, or if you have 
comments or questions, get in touch with us at 
sales@performanceadvantage.ca or visit us at 
www.performanceadvantage.ca.


